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Abstract:

Kerberoasting, an attack vector aimed at the Kerberos authentication protocol, can be used as part of an adversary’s attack arsenal.
Kerberos is a type of network authentication protocol that allows a client and server to conduct a mutual verification before providing
the requested resource to the client. A successful Kerberoasting attack allows an adversary to leverage the architectural limitations of
Kerberos, providing access to user password hashes that can be subject to offline cracking. A cracked user password could give a bad
actor the ability to maintain persistence, move laterally, or escalate privileges in a system. Persistence or movement within a system
is indispensable to a bad actor. Adversaries may use Kerberoasting to achieve this persistence or movement as part of a more effective
attack. These attacks can include ransomware, stealthy removal of data from a system, or building a back door for future access. It is,
therefore, vital to understand how Kerberoasting works to detect attacks and mitigate future attempts. We examine cases in which
Kerberoasting has played a role in an attack or was used as a tool in an adversary’s arsenal and review the outcomes. We then discuss
known ways to detect and mitigate Kerberoasting attacks and analyze how this information can inform enterprise policy.

Introduction

The internet is a vital aspect of everyday life for many worldwide, including individual users, small
businesses, the government, and large enterprises. Compared to its popularity, the network security of the
internet is relatively insecure. Attackers can identify unencrypted passwords from vulnerable applications
using password sniffing tools. In addition, many client/server applications mainly require the client to re-
strict its activities while the server rarely imposes any restrictions. Firewalls or authentication technologies
have been implemented to accommodate better network security and minimize the existing limitations.

Among various network security approaches, this paper focuses on authentication technology, specifi-
cally a cryptographic authentication called Kerberos and its related targeted attack called Kerberoasting.
Cryptographic authentication allows clients and servers to securely prove their identities before conduct-
ing business with one another to help prevent a breach. Kerberos is a specific network authentication pro-
tocol that uses cryptography to allow a client and server to verify each other over the network before pro-
viding the client access to the requested resource. Kerberoasting is the attack vector aimed at the Kerberos
authentication protocol.

Kerberos authentication protocol was developed with security in mind. Even so, it is still vulnerable to
attacks (Praetorian, 2022). MITRE ATT&CK is a knowledge base of Tactics, Techniques, and Procedures(TTP)
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used by bad actors, which are used to create threat models for the cybersecurity community (MITRE AT-
T&CK, n.d.). MITRE ATT&CK currently lists four sub-techniques that may be used to forge or steal Ker-
beros tickets: Golden Ticket, Silver Ticket, Kerberoasting, and AS-REP Roasting (Praetorian, 2022). There-
fore, while addressing the importance of Kerberos, this paper also focuses on Kerberoasting because there
is a low investment for the attacker (i.e., it is a simple attack). If successful, Kerberoasting offers a great re-
ward, such as lateral movement, escalated privileges, or persistence in a system. Considering the devastat-
ing damage that can be caused by a successful Kerberoasting attack, it is vital to understand not only how
the attack works but how to defend against and mitigate attack attempts. While information about Ker-
beros and Kerberoasting is available across multiple resources, there is a lack of case studies in the litera-
ture to help gain an overall understanding of the real-life application and threat posed by this attack. The
subsequent sections of this paper will cover a literature review of network security and cryptography, how
Kerberos works, Kerberoasting methods, a case studies, detection and mitigation, and policy implications.

Literature Review
Network Security

Network security is an approach used to combat the security concerns of the internet. Network security
relies on two basic goals: (a) prevent unauthorized individuals from accessing resources and (b) provide ac-
cess to resources for individuals who are authorized (Shinder, 2001). Firewalls are one way in which some
sites try to fix their network security problems. The issue with firewalls is that they are only effective if that
threat is coming from outside. They are, therefore, moot when the threat is initiated from within an enter-
prise. Another weakness of firewalls is that they can limit how users utilize the internet. This is because
increased security often means decreased access (MIT, 2021). For example, if a firewall has rules restrict-
ing websites that do not use encryption (i.e., HT'TP), users’ access to websites is limited to only those using
encryption (i.e., HTTPS). Another example is that firewall rules can be created to block traffic on a certain
Transmission Control Protocol (TCP) port. If a user is trying to access a service that utilizes a port blocked
by the user’s enterprise firewall, the user will receive an error message and be forbidden from accessing the
resource.

A more productive way to achieve network security is by assigning access permissions, which dictate
the users who have access to or are prohibited from accessing specific resources based on different circum-
stances. The problem with access permissions or other methods that rely on user identity is that they are
only successful if the identity of the user can be verified. To mitigate this concern, authentication technolo-
gies are implemented to help confirm a user’s identity (Shinder, 2001). Authentication can be used to verify
the identity of an object, service, or person (Gerend, dknappettmsft, Downie, Ross, Parente, Coulter, et al.,
2021). The theory behind authentication is that the provided individualized credentials verify the authenti-
cation of the user or object and grant access to a system or data (Shinder, 2001). The goal of authentication
is to verify whether the object is genuine or verify that the presented service or person’s credentials are au-
thentic (Gerend, dknappettmsft, Downie, Ross, Parente, Coulter, et al., 2021).

According to Gerend and colleagues (2021), authentication is also helpful in terms of network security.
In this context, the goal is to prove client-side identity to a network application or resource located on the
server-side. Identity is commonly proven with a cryptographic system that uses a key known only to the user
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(i.e., a private key) or a shared key. During an authentication exchange, the server-side compares the re-
ceived signed data with the known key. If there is a match, the authentication attempt can be validated by
the server-side. The authentication process is made manageable by storing the keys in a secure central lo-
cation. The recommended and default technology for storing identity information is Active Directory Do-
main Services, and it is required for certain default authentication protocols. Techniques for authentication
include something the user knows (e.g., a password), something the user has (e.g., a token), and something
the user is (e.g., biometrics). At an enterprise, several applications or resources spread across servers, ei-
ther in one location or across multiple, may be accessed by services or users. This means that authentica-
tion must work for environments on other platforms and for other Windows operating systems (OS) (Gerend,
dknappettmsft, Downie, Ross, Parente, Coulter, et al., 2021).

Many methods and protocols have been used to achieve the authentication exchange specific to net-
works. The method or protocol is usually selected based on the application and security requirements (Shin-
der, 2001). For the Windows OS, there are a default set of network authentication protocols used, including
New Technology LAN Manager (NTLM), Transport Layer Security/Secure Sockets Layer (TLS/SSL), Di-
gest, and Kerberos. Additionally, some protocols are joined into an authentication package. Authentication
of users, computers, and services is provided by these protocols and packages, which allows those autho-
rized to securely access the requested resources (Gerend, dknappettmsft, Downie, Ross, Parente, Coulter, et
al., 2021)

Cryptography

Cryptography uses mathematical approaches to information security issues such as confidentiality;
the integrity of data; and authentication of a user, server, or data origin (Menezes et al., 1997; Paar & Pel-
zl, 2009). Cryptography can be achieved by cryptosystems, or combinations of software and hardware which
are used to convert plaintext messages to an unreadable string of characters (i.e., ciphertext) and then back
to plaintext (Zwicke, 2003). This concept can be traced all the way back to ancient times, where evidence of
secret writing can be found across most civilizations with developed written languages (Paar & Pelzl, 2009).
By current standards, these historical ciphers, which were considered to be state of the art for their time,
are significantly inadequate for achieving the level of security sought today.

The lack of security measures is cause for more significant concerns when considering the number of
malicious tools available to bad actors and the fact that new tools can be easily created with just a few lines
of code. For example, applications which send passwords unencrypted over a network are vulnerable to
password sniffing tools used by attackers. There are also client/server applications that trust the client pro-
gram to be truthful about the identity of the active user or rely on the client to restrict its own activities
with no policing by the server (MIT, 2021). Increasing communication technology via the internet also re-
quires safe communication and promoting encryption techniques, such as cryptography, digital signatures,
steganography, watermarking, and other applications. Therefore, the advancement of written languages
and communication technologies has driven the development of additional cryptographic techniques, espe-
cially to promote better network security. While cryptography is used to address a variety of data security
issues, this paper will focus on the use of cryptography for authentication, specifically the Kerberos authen-
tication process and its respective attack vector, Kerberoasting.
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Kerberos

Authentication protocols rely on a combination of encryption and authentication methods to provide ac-
cess to only those with proper authorization. A few authentication protocols exist for providing security in
different scenarios. Some examples include the Secure Socket Layer (SSL), the Password Authentication
Protocol (PAP), the Challenge Handshake Authentication Protocol (CHAP), and Kerberos (Pandya et al.,
2015). The SSL is a common method used to give secure access to websites using a combination of symmet-
ric encryption and public keys. The PAP, although generally insecure, is typically used to establish user au-
thentication over a remote access control system. Shiva PAP is a variate of PAP, which encrypts the user
passwords before sending it to the remote server. The CHAP uses a hashing algorithm known as MD5 to
hash the password before sending it over the network to gain remote access to a system. Kerberos, a net-
work authentication protocol, enables secure authentication for clients and servers using a secret key (Pan-
dya et al., 2015). Even though various authentication protocols are essential to address and review to better
understand network security, this paper focuses on cryptography-based authentication, Kerberos.

Kerberos was developed by the Massachusetts Institute of Technology (MIT) as a network authentica-
tion protocol to address the problems with network security. When a client and a server are connected via
an insecure network, the Kerberos protocol provides a way for them to authenticate their identities to each
other using strong cryptography. Once they have authenticated with each other, the client and server can
also encrypt their correspondence for privacy and data integrity assurance (MIT, 2021).

Windows OS currently utilizes version five of Kerberos and extensions for public key authentication,
transportation of authorization data, and delegation. A security support provider (SSP) allows for the im-
plementation of the Kerberos authentication client, which means the Kerberos authentication client can
be accessed through the Security Support Provider Interface (SSPI). The Winlogon single sign-on architec-
ture includes initial user authentication. Kerberos employs a Key Distribution Center (KDC), which is in-
tegrated with other Windows Server security services running on the domain controller. The KDC requires
a security account database, so it uses the domain’s Active Directory Domain Services database (Gerend,
dknappettmsft, Downie, Ross, Parente, Poggemeyer, et al., 2021).

The Kerberos authentication process can be explained in six steps, as shown in Figure 1. First, a client
wishing to access a service sends a request for an authentication ticket (i.e., ticket-granting ticket [TGT]) to
the authentication server. Next, the authentication server verifies the client’s right to access the resources
and returns an encrypted TGT and a session key. Third, the client sends the TGT, along with the request-
ed resource, to the Ticket-Granting Service (T'GS), which is usually the KDC. The TGS then provides a ser-
vice-specific valid session key to the client. The client then presents the key to the service directly. In re-
turn, the service grants access to the now authorized client (Bhakhra & yogyaarora25, 2020; “Identity and
Access Management,” n.d.).

Halback (n.d.) provides the example of a carnival as an analogous way to think of Kerberos. When you
arrive at a carnival, you have to go through the front entrance, where you receive a wrist band. This is simi-
lar to when you turn on your computer and enter your credentials to access your corporate network. During
this process, your computer requests the TGS (a wrist band) from the domain controller to enter the realm
(carnival). Once inside the carnival, you must go to a ticket booth and purchase tickets in order to ride the
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rides. The rides are equivalent to accessing a file share server containing your work files and the tickets are
equivalent to the service-specific valid session key and ticket. Once you receive tickets (ticket and session
key), you wait in line for a specific ride (file server). The ride attendant confirms that you are tall enough
and of age to ride, takes your ticket, and grants you access onto the ride. This is akin to the client present-
ing the session key and ticket to the file server, which would provide access to the files, providing the client
has permission. Your ticket would only allow you access to the ride (server) that one time. If you wanted to
ride again (access the server again), or ride another ride (access a different server), you would have to revis-
it the ticket booth and start the process over again (Halbach, n.d.).

Authentication Server Key Distribution Center Service Server
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Figure 1. Kerberos authentication process

The benefits of using Kerberos for domain-based authentication are delegated authentication, single
sign on, interoperability, streamlined authentication to servers, and mutual authentication. Delegated au-
thentication is achieved because Kerberos authentication allows for service to act in the place of its client .
Single sign on allows a user or service to maintain access to resources without repeated credential requests.
Kerberos maintains credentials after the initial Winlogon domain sign on. The Kerberos protocol provides
a foundation for working with other networks using the same protocol, making it interoperable. Kerberos
streamlines authentication to servers by alleviating the need for pass-through authentication and replaces
it with renewable session tickets. Kerberos does not assume that servers are genuine. Therefore, it allows
for mutual authentication, meaning that the server can verify the client, but the client can also verify the
server (Gerend, dknappettmsft, Downie, Ross, Parente, Poggemeyer, et al., 2021).

Some additional advantages to using Kerberos as a network authentication protocol include the difficuly
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of reusing a ticket due to their quick expiration and strong authentication needs, the constant encryption of
passwords, and the efficiency granted by sharing secret keys. There are, however, a couple of disadvantages
to note. One limitation is that Kerberos is vulnerable to weak or repeated passwords. The other is that au-
thentication is limited to servers and clients (Bhakhra & yogyaarora25, 2020; Tawde, n.d.).

Kerberoasting

Kerberoasting was discovered by Tim Medin, who presented on the attack for the first time in 2014 at
DerbyCon (Kotlaba et al., 2020, 2021; Medin, 2014; Qomplx Knowledge: Kerberoasting Attacks Explained,
2021). The goal of Kerberoasting is to retrieve credentials of Active Directory service accounts without per-
mission or escalation of privileges (Kotlaba et al., 2020; Qomplx Knowledge: Kerberoasting Attacks Ex-
plained, 2021), and it is one of the most common attacks suffered by domain controllers (Ghosal, n.d.). It is
pervasive in nature and lends itself to bad actors with any level of experience because the technique does
not need to be carried out by an administrator; instead, it can be implemented by any user on a domain
(Qomplx Knowledge: Kerberoasting Attacks Explained, 2021). The only prerequisite to Kerberoasting is that
an attacker must already have access to a compromised system, but a complete compromise of the Windows
domain is not required (Medin, 2014; Motero et al., 2021; Qomplx Knowledge: Kerberoasting Attacks Ex-
plained, 2021).

As previously mentioned, the TGS provides a service ticket to a client based on the specific resource to
which the client requested access. These TGS tickets are then encrypted using RC4_HMAC_MD5 (i.e., the
New Technology LAN Manager (NTLM) hash of the service account belonging to the resource requested
by the client). Service Principal Names (SPNs) are used in Windows to identify which service accounts are
used to encrypt TGS tickets. SPNs can be linked to either domain user or host-based accounts. Host-based
accounts have a randomly generated 128-character long password which is changed every 30 days (Metcalf,
2017a; Motero et al., 2021; Qomplx Knowledge: Kerberoasting Attacks Explained, 2021; Schneider, 2018).
The significant length of the password and its short lifespan make it practically impossible to guess, even
with a modern kit of password cracking tools and powerful hardware (Motero et al., 2021; Qomplx Knowl-
edge: Kerberoasting Attacks Explained, 2021). Kerberoasting instead relies upon the fallibility that comes
from passwords generated by humans for domain user accounts. These passwords are often weak, sel-
dom updated, and thus, easily cracked (Motero et al., 2021; Qomplx Knowledge: Kerberoasting Attacks Ex-
plained, 2021; Schneider, 2018).

This is where the Kerberos authentication protocol becomes vulnerable. The protocol allows a domain
user to request a TGS ticket from a domain controller for any service on the network with a registered SPN.
The domain controller fails to check whether the user making the request has the authorization to access
the resource. The service is responsible for credential verification, which creates an opportunity for an of-
fline attack (Qomplx Knowledge: Kerberoasting Attacks Explained, 2021; Schneider, 2018). The NTLM hash
encryption of the ticket allows for the ticket to be subject to brute force attacks offline in an attempt to ex-
pose credentials stored in plaintext (Praetorian, 2022; Schneider, 2018). Simply stated, in a Kerberoasting
attack, a TGS service ticket can be requested by a valid domain account for any service, which allows for
the opportunity to crack passwords offline using the ticket (Schneider, 2018).

Thinking about the carnival analogy, unlike ride tickets which are printed with basic ticket information,
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the tickets in the Kerberos process have an abundance of information printed on them. This information in-
cludes the domain name of the service account, and the ticket is encrypted with the client’s account pass-
word hash. While this password hash is necessary for the Kerberos process to finish, it is also the focus of
bad actors for use in offline password cracking attempts (Halbach, n.d.). If successfully cracked, this infor-
mation can allow a hacker to maintain persistence, escalate privilege, or move laterally in the system (Medin,
2014; Praetorian, 2022).

Kerberoasting attacks are prevalent because they require basic skills to implement and their very na-
ture shields adversaries from detection. A successful Kerberoasting attack allows an adversary to navigate
a system masked as an approved user. It is atypical for a cybersecurity detection tool to analyze behavior of
approved users. Acting as an approved user makes it unlikely that these tools would detect adversary activ-
ity. These attacks also do not require the use of malware, making them immune to defensive technologies
such as antivirus software. The fact that adversaries can conduct the password cracking offline means that
they do not produce any suspicious network traffic or transmit data packets. This means the activity is nei-
ther logged, nor does it trigger an alert (Shastri, 2022). To help better understand Kerberoasting, the fol-
lowing section provides several case studies.

Kerberoasting Case Studies

In recent years, the use of Kerberoasting has been documented as one of the TTPs in reports analyzing
the attack modus operandi of particular eCrime groups or their attacks. Kerberoasting is not the sole focus
in the following case studies, however it is a critical aspect of each case. The impact of having Kerberoast-
ing in each adversary’s arsenal was significant enough in the following cases to have all been included in
MITRE ATT&CK’s procedure examples for Kerberoasting (Praetorian, 2022).

Operation Wocao

The first case is from Fox-IT, a cyber security group providing different incident response services to
their clients, such as crisis management, technical investigations, and remediation. In 2019, they published
a report of a profile they had built over two years about a Chinese-based hacking group whom they refer
to as Operation Wocao. They found that little was known about Wocao. Thus, Fox-IT sought collaboration
across the public sector to help determine, with medium confidence, that the techniques and tools they were
encountering were being used by Wocao, also known as APT20 within the industry. Fox-IT made the fol-
lowing two determinations. First, in order to execute code on the system being attacked, Wocao used Pow-
erSploit’s Invoke Mimikatz module to try and extract Kerberos tickets from the system’s memory (van Dan-
tzig & Schamper, 2019).

Second, Wocao used PowerSploit’s Invoke-Kerberoast module to try to solicit credentials. Invoke-Ker-
beroast allows Wocao to request encrypted service tickets by brute forcing Windows service account pass-
words (Praetorian, 2022; van Dantzig & Schamper, 2019). Both actions aimed to maintain persistence in
the system, achieve lateral movement, and eventually escalate privileges. Wocao then used the obtained
privileges from the successful Keberoasting-based attacks to exfiltrate data of interest in the system before
covering their footprints and cutting access (van Dantzig & Schamper, 2019).
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Carbon Spider

The second case is from CrowdStrike, which provides a platform aimed at stopping data breaches to
its customers. In 2021, CrowdStrike published a two-part report on Carbon Spider, also known as FIN7,
and their use of ransomware. In 2020, Carbon Spider shifted their modus operandi from campaigns focused
on companies with point-of-sale devices to using another adversary’s ransomware to launch large attacks
with the simple goal of infecting as many victims across all sectors as possible. This type of cyberattack is
referred to as Big Game Hunting (BGH). In August 2020, Carbon Spider began using their ransomware,
called Darkside. Then, in November 2020, Carbon Spider launched a Darkside ransomware-as-a-service
scheme, allowing other bad actors to employ the ransomware while returning a percentage of the ransom
obtained back to Carbon Spider. CrowdStrike was able to identify several Darkside campaigns that all uti-
lized similar tools to achieve initial access (Loui & Reynolds, 2021). After gaining this initial access, Carbon
Spider’s next step was to harvest credentials and enable lateral movement (Loui & Reynolds, 2021; Praeto-
rian, 2022). In addition to CrackMapExec, Mimikatz, PowerSploit, and SessionGopher, one of the tools con-
sistently used for this task was Kerberoasting. Once in possession of valid credentials, Carbon Spider uses
them to move laterally through a compromised system, encrypting files and exfiltrating data to maliciously
leak along the way (Loui & Reynolds, 2021).

Nobelium

The third case is based on the Microsoft Threat Intelligence Center (MSTIC) analysis of the attack
against SolarWinds by an adversary called Nobelium by MSTIC but known as APT29 or CozyBear within
the industry. This attack began in September 2019 and continued periodically until December 2020 (Micro-
soft 365 Defender Research Team et al., 2021). During this phishing and spear-phishing attack, the adver-
sary began stealing credentials and conducting lateral movements to search for valuable assets through a
backdoor they were able to build in the target system. Nobelium was able to maintain long-term persistence
and extract vital data from SolarWinds. In addition, they were also able to use SolarWinds’ supply chain to
access high-profile victims (Cadieux, 2021). The depth of details unearthed during the investigation earned
this attack, called Solarigate, the title of “one of the most sophisticated and protracted intrusion attacks of
the decade” (Microsoft 365 Defender Research Team et al., 2021, para. 1).

Microsoft 365 Defender’s telemetry revealed that Nobelium used a vast array of TTPs during Solar-
igate. These TTPs were carefully curated and implemented for maximum camouflage in SolarWinds’ envi-
ronment. MSTIC highlighted 16 TTPs used in Solarigate by Nobelium that they found to be the most in-
teresting. Included on this list was Kerberoasting (Microsoft 365 Defender Research Team et al., 2021).
Nobelium utilized Kerberoasting to obtain TGS tickets for Active Directory SPNs (Microsoft 365 Defender
Research Team et al., 2021; Praetorian, 2022). The actual loss and damage from the Nobelium are not spec-
ified, but since they targeted diplomats worldwide, at least one successful attempt may cause unmeasurably
devastating consequences.

Wizard Spider

In 2020, Ryuk, ransomware operated by eCrime group Wizard Spider, made a dramatic re-entry into
the spotlight when it was used in attacks against Universal Health Service hospitals, managed service
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providers, and a furniture manufacturer called Steelcase (Hanel, 2019). This campaign of attacks, specifi-
cally those targeted at the healthcare sector, was cause for such concern that the Cybersecurity and Infra-
structure Security Agency (CISA) issued an alert. This alert identified the Ryuk campaign as an imminent
threat to the healthcare and public health sector (CISA et al., 2020). The Digital Forensics and Incident Re-
sponse (DFIR) Report published full reports on a few of the attacks. The DFIR Report did not specify which
attacks they analyzed. However, they provide ample details related to the timeline and TTPs organized ac-
cording to the MITRE ATT&CK framework (Ryuk’s Return, 2020; Ryuk Speed Run, 2 Hours to Ransom,
2020). Therefore, the following two case studies focused on the Ryuk attacks in which Kerberoasting was
used. For clarity purposes, the first case discussed is referred to as Email Attack and the second is called
Download Attack.

The email attack. The attack took 29 hours to execute. During that time, the adversary successful-
ly employed their ransomware and demanded over 600 Bitcoins, amounting to over six million US dol-
lars at the time. As soon as the payload was executed, the Bazar/Kegtap malware penetrated several pro-
cesses with the goal of running discovery utilizing Windows built-in utilities (e.g., nltest, netgroup) and a
third-party tool called AdFind. After the first wave of discovery on day one, the malware sank to the back-
ground only to reemerge the next day to continue discovery. Rubeus was added on the second day so the
adversary could attempt Kerberoast to retrieve Advanced Encryption Standard (AES) hashes (Praetori-
an, 2022; Ryuk’s Return, 2020). Shortly after, the adversary began lateral movements. They eventually ex-
filtrated the AdFind and Rubeus outputs before running additional commands and executing the ransom.
As noted in the report, if the first day of recon went unnoticed by a defender, that would leave the defender
just over three hours to launch a defense before the ransom was set (Ryuk’s Return, 2020).

The download attack. The attack took only two hours, 27 hours less than the Email Attack. The
Download Attack was initiated and completed in less time than the defenders would have had to react on
day two of the Email Attack. The Download Attack was initiated through a phishing email with malicious
links to Google Drive that, when opened, downloaded Bazar malware. Domain discovery began within five
minutes, followed by the execution of Cobalt Strike. Once again, AdFind and Rubeus were used to harvest
credentials for exfiltration using Kerberoasting techniques. The attack continued until the adversary was
able to encrypt the entire domain, at which point they held it for ransom (Ryuk Speed Run, 2 Hours to Ran-
som, 2020).

From the case studies discussed in this paper, it is apparent that bad actors use Kerberoasting at-
tack methods to maintain persistence in the system or escalate privileges in order to achieve various end
goals, including data exfiltration, ransomware, and phishing attacks. These case studies all assert that Ker-
beroasting is a vital part of the attack plan and provides a path to more extensive and more successful at-
tacks. The next sections address ways to detect and mitigate against Kerberoasting attacks.

Detecting Kerberoasting Attacks

According to MITRE ATT&CK, logging Kerberos TGS service ticket requests using Audit Kerberos Ser-
vice Ticket Operations is one way to detect a Kerberoasting attack. When deploying this method, particular
attention should be paid to any suspicious activity patterns, such as accounts making several requests in a
short period of time, especially if the account also requested RC4 encryption (Praetorian, 2022). The logs of
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these events should be filtered for Kerberos TGS service tickets with RC4 hash encryption (Type 0x17) and
sent into a Security Information and Event Management (STEM) tool. Additional filters can include exclud-
ing requests from service accounts, turning on Audit Success, and excluding requests for service names, in-

cluding a $ (Metcalf, 2017b).

Another option is to deploy a honeypot account with a fake but unique SPN. A honeypot is a fake ac-
count intentionally designed to be alluring to an adversary that can be used to detect suspicious activity.
Any request for the honeypot account’s fake SPN will not be valid, indicating that it is malicious. It is ben-
eficial to make this honeypot account more enticing. Two ways to do that are to set the AdminCount attri-
bute to one, signifying that the account may have elevated rights, and by adding the account to fake groups
to create the impression that it is granting additional elevated rights. Once the account is live, any attempt
to access it should be investigated. As the account is fake and is not linked to any real application, there
is no reason to request a TGS service ticket. Therefore, it is probable that anyone trying to request such a
ticket is deploying a Kerberoast attack on the fake account (Metcalf, 2017b).

A third option is to employ the use of a third-party monitoring technology such as those offered by Qom-
plx or Awake Security Platform. Qomplx technology watches for Kerberoasting attack signs, such as Event
ID 4769. They offer a Privilege Assurance tool, which operates on the principle of least privilege, minimiz-
ing the chance of service accounts having too many permissions. Qomplx also monitors Windows Event
Logs for suspicious activity and compares them to other logs in order to establish behavioral indicators of
attempted Kerberoasting activity (Qomplx Knowledge: Kerberoasting Attacks Explained, 2021). Awake Se-
curity Platform utilizes an abstraction layer that allows them to analyze Lightweight Directory Access Pro-
tocol (LDAP) search Request messages and Kerberos authentication protocol data to identify suspicious
activity. When the Awake Security Platform identifies a suspicious activity, it uses a graphical represen-
tation to show that there was a Kerberoasting attempt (Ghosal, n.d.). Enterprises seeking the services of a
third-party platform should research options, request demos, and make a determination based on their en-
terprise needs.

Mitigation of Kerberoasting

Fortunately, MITRE ATT&CK identifies ways to mitigate against a Kerberoasting attack. The first
is encrypting sensitive information (Praetorian, 2022). Kerberoasting is, in part, successful because of the
weak RC4 encryption. AES is now offered as a Kerberos encryption option, which is beneficial because of
the stronger hashing it employs (Metcalf, 2015, 2017a). Therefore, AES Kerberos encryption, or another en-
cryption standard similar in strength, should be used in place of RC4 encryption wherever possible (Praeto-
rian, 2022).

The second is implementing strong password policies. Password requirements should dictate that pass-
words are changed regularly and at least 25 characters long, preferably 30 or more, which increases the dif-
ficulty of cracking (Metcalf, 2015, 2017a; Praetorian, 2022). Practicing password rotation puts time con-
straints on attackers attempting to decrypt long, complex passwords (Qomplx Knowledge: Kerberoasting
Attacks Explained, 2021). Managed Service Accounts and Group Managed Service Accounts can help ensure
that passwords meet the length and strength requirements and change regularly. An additional solution is
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employing a third-party technology to securely store passwords in a password management software (i.e.,
a vault) and using that vault to sign into other accounts (Metcalf, 2015, 2017a; Praetorian, 2022). It is cru-
cial to evaluate any third-party password management tool considering that the associated service account
would likely require Domain Administrator rights (Metcalf, 2017a).

The third mitigation recommendation from MITRE ATT&CK is privileged account management. It is
not uncommon for service accounts to be over-privileged, having full administrator rights to Active Directo-
ry when not required (Metcalf, 2015, 2017a). Service accounts should follow the principle of least privilege
and the minimal access necessary to perform their function. This includes privileged group membership
such as Domain Administrators (Praetorian, 2022).

Policy Implications

Based on the cases discussed in this paper, it is clear that Kerberoasting is used as a steppingstone to
help achieve a more significant and more detrimental attack. Oftentimes, the goal of the overall attack is to
encrypt a system and hold it for ransom, as seen with Carbon Spider, Nobelium, and Wizard Spider. When
facing ransomware, there are generally only two outcomes: (a) the enterprise pays a significant ransom to
regain access to their files, or (b) the enterprise does not pay and loses access to their data forever. Howev-
er, as seen in the Fox-IT case, ransomware is not the only attack in which Kerberoasting can play a role.
Kerberoasting can also be used to help an attacker quietly copy data from a domain before evacuating. In
turn, this data can be used against an enterprise or sold on data leak sites. Either option will likely cause
the enterprise money and resources. Considering that Kerberoasting is part of an attack arsenal and not a
substantial threat on its own, the question becomes: is it worth defending against Kerberoasting attacks?
The short answer is YES.

A common term used in the world of cybersecurity is Defense in Depth. The Defense in Depth approach
is frequently referenced by the National Institute of Standards and Technology (NIST) in several of their
publications (Computer Security Resource Center, n.d.). The Center for Internet Security (CIS) explains
that a goal of a Defense in Depth approach is redundancy within network security with the aim of prevent-
ing any single point of failure. One of the ways it achieves this is by increasing the time and complexity
needed to compromise a network successfully. In turn, this not only depletes the resources of the bad actors
but also makes it more likely that an active attack can be identified and addressed before its completion
(Center for Internet Security, n.d.).

This is not a new approach to securing valuable assets (Center for Internet Security, n.d.). Defense in
Depth approach can be seen in countless security measures today, such as homes surrounded by fences, and
equipped with locked doors; video-monitoring doorbells; a security system; or banks with a security guard,
protective glass in front of the tellers, time-controlled safes, and panic buttons. We can even look back in
history and see this method used with the outer walls, moats, towers, lookout points, and drawbridges in
castles (Cyber Edu, n.d.).

Practically, the architecture of a Defense in Depth approach can be broken down into physical controls,
technical controls, and administrative controls. Physical controls prevent physical access to information and
communications technology (ICT) systems. Technical controls protect network systems, hardware, and software.
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Administrative controls are comprised of policies and procedures for employees. Additional security layers
that may help protect different elements of a network include access measures, workstation defenses, data
protection, perimeter defenses, and monitoring and prevention (Defense-in-Depth, n.d.).

With a Defense in Depth approach in mind, it becomes easier to see how preparing defenses against
Kerberoasting and other small tools used in more significant attacks can help on a bigger scale. By
strengthening the Kerberos network authentication protocol, an enterprise can halt an attack by remov-
ing the adversary’s ability to harvest credentials and achieve lateral or upward movement, or persistence.
Suppose a stronger Kerberos protocol does not circumvent an attack. In that case, it may give the defense
team time to prepare and react to an attack by delaying the speed with which an adversary is able to navi-
gate through their domain. As seen with the Carbon Spider and Wizard Spider ransomware attacks, time is
valuable. If an adversary is able to compromise an enterprise’s system from start to finish within a matter
of a few hours, that limits the defense team’s ability to protect their assets. Detection of a Kerberoasting at-
tempt is comparable to an early warning system. As indicated in the case studies, Kerberoasting is typically
deployed earlier in the attack considering it is usually used to maintain persistence, move laterally, or esca-
late privilege, which is often needed to continue into the next stages of an attack (Medin, 2014; Praetorian,
2022). Coupled with the fact that Kerberoasting is a good indicator that an adversary has a larger goal, and
therefore attack, in mind, both detection and mitigation of Kerberoasting provide an enterprise’s cybersecu-
rity team with a couple of solid layers of defense.

ICT has experienced rapid growth and development over the last few decades. As technology advanc-
es, so do attack vectors created and used by bad actors. Currently, a limited number of post-attack reports
are publicly shared by enterprises after they have suffered an incident. NIST’s Computer Security Incident
Handling Guide summarizes the incident response cycle in four steps: (1) preparation; (2) detection and
analysis; (3) containment, eradication, and recovery and; (4) post-incident activity. They say that one of the
essential parts of incident response is that final step, specifically learning and improving. It can help an en-
terprise enhance security measures and adapt to evolving technologies and threats. NIST notes that infor-
mation sharing between enterprises is the most important element of incident response coordination (Ci-
chonski et al., 2012).

Enterprises often face the same threats, especially within the same industry. Sharing information can
be beneficial across the board. If a cybersecurity expert sees suspicious activity in their environment, they
should be able to share that with their industry and see what other cybersecurity experts from other en-
terprises may be doing in response. If more enterprises were willing to share their reports, it would help to
shed light on the TTPs used across adversary groups. Analyzing each of these attacks next to one anoth-
er may assist enterprises in increasing their detection and mitigation defenses, thereby limiting the impact
caused by these attacks.

Conclusion

Network security is crucial because, while the internet can be a treasure trove of information and re-
sources, it ultimately falls short in terms of safety. One way of ensuring network security is through au-
thentication. There are many methods and protocols for authentication exchange depending on the appli-
cation and security requirements, such as Kerberos, which is designed to provide a way for a client and a
server to authenticate each other’s identities using cryptography over an insecure network. While Kerberos
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has several benefits, it may be vulnerable to Kerberoasting attacks if a bad actor already has access to a
compromised system. Although Kerberoasting cannot be performed against a host-based account due to the
strong password policies, it is useful against domain user accounts because of weak passwords protected by
equally weak encryption.

Based on the review of eCrime groups and the common TTPs, the most robust protection against Ker-
beroasting is a Defense in Depth approach. This approach should include both detection and mitigating fac-
tors. Tracking and reviewing filtered logs is the best way to detect Kerberoasting attempts. Another way
to detect Kerberoasting attempts is to create a honeypot account. An attempt to access the honeypot is a
good indication of a Kerberoasting attempt considering that there is no reason to access the account. Lastly,
third-party applications can also provide monitoring services. Mitigation of Kerberoasting can be achieved
in three ways: employing more robust Kerberos encryption (e.g., AES), implementing strong password poli-
cies, and managing service accounts based on the principle of least privilege.

In conclusion, while Kerberoasting poses a threat to the Kerberos authentication process, there are a
few simple implementations that can mitigate these attacks, thereby rendering the authentication process
much more secure. Implementation of these measures, coupled with other defensive measures geared to-
ward other common attack vectors and a sharing of information between enterprises, can, at most, help an
enterprise avoid a breach altogether; and, at least, give the defense team time to react to an attack as it is
happening and mitigate the outcome.
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